suspect's clothing. Building upon these cases, the Court now uses the notion of "a 'justifiable,' a 'reasonable,' or a 'legitimate expectation of privacy' that has been invaded by government action" 9 to identify, at least in part,' 0 those interests protected by the fourth amendment. If no such expectation is invaded, it is generally said that no "search" has occurred.
The Katz definition includes a subjective element-actual expectation of privacy-and an objective element-the "legitimacy" of any such expectation."' The subjective element is said to incorporate both the likely expectations that an individual would have in a given situation 12 and the actual expectations of the defendant,' 3 as manifested in testimony concerning either the defendant's thoughts 14 or conduct.
15
Even where such actual expectation may be found, the Court has sometimes said that the defendant 16 "assumed the risk"' 1 7 of an intrusion into 10 United States v. Place, 103 S. Ct. 2637, 2644-45 (1983) , held that subjecting a person's luggage to a trained, drug-sniffing dog is not a "search" under the fourth amendment. The Court's analysis did not seem to involve an application of the Katz test, but rather a view that this 'sui generis" procedure "is so limited both in the manner in which the information is obtained and in the content of the information revealed" as not to implicate the amendment. I I In referring to the prevailing doctrine, this Article uses the term "legitimate" to modify "expectations of privacy," rather than the alternative "reasonable," see supra text accompanying note 9, to avoid confusion with the separate question of whether police action that is a search violates the fourth amendment because it is "unreasonable." See also infra notes 65-70 and accompanying text.
Id See LaFave, Fourth Amendment Vagaries (of Improbable
12 E.g., Smith v. Maryland, 442 U.S. 735, 742-43 (1979 15 See Katz v. United States, 387 U.S. 347, 352 (1967) . 16 The scope of fourth amendment rights may also be of critical concern to civil plaintiffs, see, e.g., G. his or her privacy,' 8 and that the required expectation of privacy was therefore either missing or not objectively legitimate.
Soon after the Katz decision, commentators began to recognize significant deficiencies in the new definition.' 9 As the Supreme Court started to take what had at first been an expansion of the accepted definition of "search" and treat it instead as a limitation, 2 0 the criticism intensified. 2 ' Today, it is common to find scholarly discussion of Supreme Court "search" cases that is highly alarmist in tone. Indeed, it is difficult to disagree with the view that these decisions describe a society too redolent of the totalitarian: no business relationship is confidential, especially with banks and utilities; the use of an autmobile, especially as a passenger, must be avoided; only in your own home are you secure, and then only if you live alone, do not have guests, do not share, and keep the windows covered and the door bolted. 22 In Smith v.
LAFAVE, supra note 9, § 1.5(e), at 96-102; and third-party witnesses, see, e.g., Zurcher v. Stan 23 for example, the Court concluded that no one could-and thus no one is entitled to-expect that an intrusion of which the telephone company is electronically capable would not be exploited and made available to the police upon request. 24 Similarly, in United States v. Knotts, 2 5 the Court held that the use of an electronic "beeper" to track the movements of an automobile was not a "search," because the device revealed no more than a hypothetical legion of police, conducting total surveillance of all roads, might theoretically have collectively observed. And in United States v. Mller, 26 the Court suggested that passage of a statute could remove the Constitutional protection from certain records that would be otherwise available.
Because the interpretation of the fourth amendment determines what a free people can expect in the way of privacy from governmental intrusions, the harsh criticism visited upon such arid judicial positivism is well-justified. Where the scholarship has fallen short, however, is in its failure to move beyond criticism of cases applying the Katz definition to proposal and defense of a constructive alternative. Such an alternative would have to identify carefully all the interests protected by the fourth amendment. Second, it would have to be objective, that is, external to arbitrary, ad hoc limitation, either legislative or judicial. Finally, it would have to be flexible, that is, capable of responding to technological and other developments in police techniques 27 without losing its protec- The fortuity of whether or not the phone company in fact elects to make a quasi-permanent record of a particular number dialed does not, in our view, make any constitutional difference. Regardless of the phone company's election, petitioner voluntarily conveyed to it information that . . . it was free to record. In these circumstances, petitioner assumed the risk that the information would be divulged to police. In relying on this rationale, Smith employs Katz in a way that, if applied to Katz itself, would require the reversal of that seminal case. The telephone company is as capable of listening to its customers' conversations as it is of recording the local numbers they dial. 442 U.S. at 746-48 (Stewart, J., dissenting). See also United States v. Karo, 104 S. Ct. 3296, 3304 n.4 (1984) .
25 460 U.S. 276 (1983) . For analyses giving Knotts its due, see Arenella, supra note 22, at 233-34 n. 257; LaFave, supra note 10, at 1174-78; Loewy, supra note 10, at 352-53 and Wasserstrom, supra note 2, at 375-79. See also United v. Karo, 104 S. Ct. 3296 (1984) (monitoring, although not the mere installation, of beeper in private place is "search").
26 425 U.S. 435 (1976) . 27 Cf Alschuler, supra note 22, at 6-8 n.12 (seeing virtue in Katz's tie to contemporary "expectations"). For discussions of advancing police technology and the difficulty the law has had keeping up, see S. MANWARING-WHITE, THE POLICING REVOLUTION: POLICE TECH-[Vol. 75 tive function. But it would also have to take account of the intuitively satisfying aspects of the Katz formula-subjective expectation and assumption of risk-that suggest that police ought not be prohibited from affecting people's interest when people themselves invite such action.
This Article attempts to deal with these problems by offering an alternative definition of a "search" that identifies four types of protected interests, derived from the language of the fourth amendment itself. The proposal eliminates the subjective element of expectation of privacy, and its attendant concept "assumption of risk," from the threshold analysis of search. Fourth amendment activity would be defined as governmental action impairing a person's interest in the privacy of physical presence, place, communication or possession.
28
The concepts of expectation of privacy and assumption of risk, however, would not be lost from fourth amendment analysis. The Article demonstrates how these aspects of the Katz test can be better accommodated within a determination of whether there has been voluntary and authoritative consent, rendering a search reasonable even without a warrant or probable cause. Part II of the Article shows that the Supreme Court's "no search" and consent cases are closely related and often indistinguishable. Part III of the Article then offers a new, comprehensive, interest-based definition of "search." In Part IV, the Article discusses the doctrine of consent searches to demonstrate how careful employment of the notion of expectation of privacy, and its attendant concept assumption of risk, can lead to the solution of several perennial problems in consent analysis.
One constellation of facts that can, in proper circumstances, satisfy the requirement of reasonableness involves an individual's subjective abandonment of his or her protected privacy, with its accompanying assumption of the risk of intrusion. The existing doctrine of consent accommodates these factors and permits their deletion from the definition of search by placing them squarely and unambiguously within the concept of reasonableness. The Article concludes by illustrating how application of this theory to selected problem cases eliminates redundancies and ambiguities in the current "no search" and consent cases, clarifies the proper analysis of these cases, and rationalizes the definitions of "search" and "consent" in such a way as to uphold legitimate individual privacy interests while meeting law enforcement requirements.
II. IDENTIFYING THE CONFUSION AND REDUNDANCIES
The Supreme Court has decided a number of cases that turn on the meaning of the fourth amendment term "searches." Several others explore the meaning of fourth amendment consent. Many of the same concepts and elements recur in the two lines of authority. As a result, the concept of expectation of privacy-and its constitutent element assumption of risk-may be used in one case to determine whether a search occurred, and in another case to determine whether there was consent. Yet these cases do not rely upon one another or even refer to one another. The Court has never acknowledged the resulting redundancy and confusion in fourth amendment doctrine.
29
In several cases arising both prior to and after Katz, it is impossible to tell whether the Court has upheld the admission of evidence based on a "consent" theory or a "no search" theory. 30 In 206 (1966) . In Hofa and Lewis, agents entered the defendants' homes, having gained defendants' misplaced trust. The agents made no electronic transmissions or recordings but simply testified at trial to what they heard the defendants say. The Court found no fourth amendment violation in either case, without stating whether the determination was based on a conclusion that the entries were not "searches" or that the defendants consented to the search. Hoa, however, implied that undercover police work to which a suspect has consented is not a search. 385 U.S. at 301-02. 37 as the Court allowed the warrantless radio transmission of the defendant's conversation with an undercover agent. Again, the plurality's language is unclear as to whether they found no "search" or whether they found consent and thus a reasonable search.
38
The discrepancies become more apparent when we juxtapose con- 40 the Court found that the fourth amendment was not implicated in a startlingly similar situation. In each, the defendant was a passenger in a car driven by another, and was incriminated by evidence found in a search of a part of the car not under his personal control. In Rakas, the Court held that the defendant did not establish that the search affected an interest about which he had a right to complain. In Bustamonte, the Court went directly to the reasonableness of the search, upholding it on the basis of another passenger's consent. Given the identity of factual circumstances, the Bustamonte Court could have used an analysis akin to that in Rakas and found that no search affecting Bustamonte had occurred.
4 1 Under that approach, the Bustamonte Court would not have reached the question of consent.
constitutional right to be secure in "communications" against unreasonable searches and seizures).
39 412 U.S. 218 (1973) . Bustamonte was a front-seat passenger in an automobile that also contained five other men. The car was stopped at 2:40 a.m. for having a burned out headlamp and license tag light. Only Alcala, the other front-seat passenger, could produce a driver's license; Alcala said the car belonged to his brother. When a policeman asked if he could search the car, Alcala casually replied, "Sure, go ahead." The officer testified that the atmosphere was "congenial" at the time of the request. Id. at 220. Alcala opened the trunk and glove compartment for the police. The officer found the incriminating evidence, stolen checks, "[wiadded up under the left rear seat." Id. The trial court found no threats, coercion or submission to vitiate the consent. 40 439 U.S. 128 (1978) . Rakas, another man (King), and two women were passengers in an automobile, owned and driven by one of the women, who was King's former wife. Brief for Petitioner at 4-7, id. On suspicion that the car may have been used in a recent robbery, police officers stopped the four and ordered them out of the car. In the ensuing examination of the vehicle's interior, police retrieved a box of rifle shells from the locked glove compartment and a sawed-off rifle from under the front passenger seat. 439 U.S. at 130. The two men were charged with the robbery. Rakas failed to assert that the police lacked probable cause to stop the car from proceeding on the highway. Such a finding would have permitted suppression of the evidence as "fruits" of an illegal "seizure" of the defendants' "persons. . A motion to suppress the fruits of the search was denied for lack of "standing." 439 U.S. at 129. On certiorari, the Supreme Court affirmed by a 5-4 majority, holding that after Katz there was no need for a fourth amendment "standing" doctrine separate from the question whether there had been a search (or seizure) affecting the defendant's own "legitimate expectation of privacy." 439 U.S. at 143. The majority in Rakas held the petitioners had not established such a search because they were mere passengers in the car and did not claim any possessory or other interest in the items seized. , illustrates an analogous ambiguity. There, prior to the petitioner's arrest on murder charges, officers went to his home and asked his wife whether Coolidge owned any guns. She responded that she would get them. The police accompanied her, and she brought out four weapons. When she asked if they wished to take the guns, one officer replied, "might as well." The officers then asked about the clothing Coolidge had worn on the night of the murder, and Mrs. Coolidge brought out some pants and a hunting jacket. The police gave her a receipt for the guns and clothing and took them away. The Court unanimously held the evidence admissible.
Although this aspect of the case has often been characterized by commentators as an instance of third-party consent, see, e.g., C. WHITEBREAD, CRIMINAL PROCEDURE § 10.04, at 208 (1980), only one member of the Court seems to have seen it that way. 403 U.S. at 520 (White, J., concurring in part). The majority viewed it as a non-search case. The Coolidge opinion expressly declined " [t] unreasonable searches and seizures, the Court reasoned, "would disappear if it were left to depend upon the unfettered discretion of an employee of the hotel." '48 The warrantless search was therefore unlawful, notwithstanding the cooperation of the clerk. Miller and Smith are factually analogous to Stoner. In Miller, in response to subpoenae duces tecum served on two separate banks by federal agents, bank employees disclosed their records on Miller and provided the agents with copies. The Court held that Miller's motion to suppress the evidence derived from this information had been correctly denied because "he possessed no Fourth Amendment interest that could be vindicated by a challenge to the subpoenas. ' 49 In Smith, the telephone company installed "a pen register. . . to record the numbers dialed from the telephone at [a suspect, Smith's] home" at the request of police. 50 Evidence derived from the pen register was used to convict Smith. The Supreme Court upheld the denial of Smith's motion to suppress this evidence, concluding that the use of the pen register involved no "search" affecting Smith's privacy interest.
5 1 In Miller and Smith, using a "search" perspective, the Court held that Miller's and Smith's respective limited disclosures of their private affairs to banks and the telephone company rendered "unreasonable" or not "legitimate" any expectation that those exposures would remain limited. As stated in Smith, so long as the telephone company was capable of recording and disclosing the numbers its customers dialed .through its electronic system, the customer had no right to assume the company's employees would not do so. On some occasions, the Court has upheld the authority of a thirdparty consent on an "assumption of risk" analysis. Yet, the "assumption of risk" analysis is essentially the same test as is used in other cases to show there was no search. In Frazier v. Cupp, 5 3 the petitioner and his cousin, jointly suspected of committing a murder, both stashed clothing sought as evidence in a duffel bag kept at the cousin's home. The cousin consented to a police search of the duffel bag, resulting in seizure of both men's clothes. The Court unanimously upheld the search; because the cousin "was a joint user of the bag, he clearly had authority to consent to its search." ' 54 Frazier's cousin was eligible to give consent sufficient to render a warrantless search of their shared duffel bag reasonable, because Frazier "assumed the risk that [his cousin] would allow someone else to look inside. '55 Likewise, in United States v. Matlock, 56 the Court considered a governmental appeal from the suppression of evidence acquired in a search of the room that respondent subletted from the tenants of a house and shared with the tenants' daughter, Graff. The Court ruled that the respondent "assumed the risk" that his lover or any other co-inhabitant of their house "might permit the common area to be searched." 57 By virtue of their "assumptions" of analogous "risks," however, Miller 58 and Smith 59 lost their right to any expectation of privacy and so were held not to be the subjects of "searches" at all. Again, it may or may not be appropriate to recognize a greater privacy interest in a shared duffel bag or bedroom than in a bank account or telephonic impulse, but the exposure of private possessions or communications to a third party should not be sufficient to destroy the privacy interest in the latter case when it does not do so in the former case. In Rawlings v. Kentacky, 60 Rawlings, a drug dealer, temporarily stashed his wares in the purse of a recent acquaintance, Cox, while both were guests in a private home. During a search of the house, Cox complied with a police request to empty her purse. The Court analyzed 53 394 U.S. 731 (1969) . 54 Id at 740. Frazier's claim to have given the cousin permission to use only one compartment of the duffel bag was bootless, because based on "metaphyical subtleties .
Id. 62 The possessory interest was outweighed, however, in the majority's view, by other points: the short period of time Rawlings had known Cox, that he had never before kept anything in her purse, that he had no "right to exclude other persons from access" to her purse, that at least one other friend of Cox did have free access, that Rawlings probably did not have her consent to use the purse, and that he failed to take "normal precautions to maintain his privacy," given the "precipitous nature of the transaction." 448 U.S. at 105. The real difference between the majority and the dissenters concerns the definition of a "search": the majority sees the "search" as defined exclusively by reference to the area intruded into (privacy of place), rather than by reference to the thing revealed (interest in possession). See also infra text accompanying notes 111-13. Cf United States v. Salvucci, 448 U.S. 83 (1980) (rejecting the doctrine of "automatic standing," which had allowed standing merely on the accusation of possession). fourth amendment, such that the invasion of these privacy interests would constitute a "search." The choice of the word legitimate suggests a focus on interests protected by positive law, rather than an analysis of what privacies are inherently part of a free, modern society.
6 7 Thus, in Miller, rather than ask whether an individual has an inherent right to privacy concerning bank records, the Court examined the federal Bank Secrecy Act, 68 which required banks to maintain these records. 69 The
Court then used the existence of the Act to show a "lack of any legitimate expectation of privacy concerning the information kept in bank records. . .. "-70 Smith examined additional factors. First, Justice Blackmun analyzed whether "people in general entertain any actual expectation of privacy in the numbers they dial."' T Relying on common sense and common knowledge, such as the fact that all subscribers receive bills for long distance calls, itemized by the number dialed, and that telephone books often contain notices that the telephone company may be able to aid in identifying the source of annoying calls, the Court declared that "it is too much to believe" that people "harbor any general expectation that the numbers they dial will remain secret." ' 72 The Court then turned to Smith's own, personal, subjective expectations. The majority rejected as "immaterial" 73 Smith's argument that he expected the local numbers he dialed to remain private because he used his home telephone exclusively. The Court stated that "[r]egardless of his location, petitioner had to convey that number to the telephone company in precisely the same way if he wished to complete his call." 
67
This distinction between inherent and positivist views of the interests protected by the fourth amendment is explicit in Rakas v. Illinois, 439 U.S. 128, 143 n.12 (1978), in which the Court refers to protected expectations of privacy as those "which the law recognizes as 'legitimate'" (emphasis added). Such interests may be identified, the Court stated, either in "concepts of real or personal property law" or in "understandings that are recognized and permitted by society." Id. Although the Court noted that such "understandings" could not be found "primarily [in] cases deciding exclusionary-rule issues in criminal cases," id., it did not suggest another source.
68 12 U.S.C. § 1829b(d) (1970) . 69 The Act was held constitutional on its face in California Bankers Ass'n v. Shultz, 416 U.S. 21 (1974) .
70 425 U.S. at 442. The Miller Court also looked at two other factors: the law of negotiable instruments, and common social experience in dealing with banks.
71 442 U.S. at 742. Although the Court in Smith referred to this as a "subjective" factor, it would actually seem to be an "objective" factor, testing reasonableness by comparing the defendant's claim to the expectations of others in society. 72 Id at 743. 73 Id.
74 Id Again the Court's labeling of this point as "subjective" is incorrect, see supra note 71; if, as the Court said, no one could "rationally think" this factor would make a difference, 442
Davis v. United States 75 represents an extended analysis of a set of facts to determine whether a purported consent to search was voluntary. 76 The discussion in Davis of consent focused on factors remarkably similar to those used in Miller and Smith to assess whether there was a search. Davis was suspected of black-marketeering in gasoline during World War II. Under then-existing statutes and regulations, 77 a system of ration coupons controlled the sale and purchase of gasoline. A service station's possession of an insufficient number of coupons to refill its tanks would suggest illegal sales. The regulations declared the ration coupons, even while in circulation, to be "the property of the Office of Price Administration. '78 When the OPA agents demanded access to Davis' coupon supply, which was kept in a locked room in his service station, they U.S. at 743, then the Court was looking at the reasonableness of the belief, not its genuineness, thus confounding the subjective with the objective.
Although . Mendenhall dealt primarily with the legality of the seizure of the defendant's person, but also found a voluntary consent to search during detention. After being stopped in an airport by narcotics officers, Mendenhall agreed to accompany them to their office in the same terminal building, where an agent asked her to consent to a search of her person and handbag, explaining that she need not agree. An agent searched the purse and discovered evidence of her use of an alias. A policewoman arrived to conduct the body search. Mendenhall began to disrobe and handed over two packets of heroin. The Supreme Court upheld the trial court's finding of consent. The five-member majority emphasized that the agent's warnings of her right to refuse consent tended to vitiate any coercive influence. The Court ignored Mendenhall's youth (age 19), race (black), and sex (female) in assessing the voluntariness of her consent.
Other cases discuss particular aspects of the voluntariness of consent. were acting on authority granted expressly by statute and impliedly by the implementing regulations.
79
Because Davis involved a search for "public documents at the place of business where they are required to be kept," 80 the Court overtly applied a less "strict test of consent." 8 1 On this basis, the Supreme Court upheld the lower court's finding of consent. 8 2 In support of its conclusion, the majority 8 3 relied on several factors: (1) the public rather than private character of the documents 84 ; (2) the demand was made during business hours; (3) the "right to inspect existed" by statute; and (4) common law gives "greater leeway" to "an owner of property who seeks to take it from one who is unlawfully in possession. . . than he would have but for his right to possession." '85 These factors are indistinguishable from those used to determine whether the expectation of privacy test has been met for a "search."
First, as in filler, the Court validated the government action based in part on the existence of a statute. Actually, the statutory power to inspect means nothing; if the agents were relying on the statute, that fact would simply raise, but could hardly answer, the question of its constitu- 
80
Id. at 593. 81 
Id

82
The Court reached this conclusion even though (on the view of the conflicting evidence most supportive of the decision) Davis had been subject to an hour's questioning, had at first refused permission, was aware during that time that "another agent was in the rear shining a flashlight through an outside window of the inner room and apparently trying to raise the window," id. at 586-87, and the agent with whom Davis was speaking testified he "didn't try to convince him. I told him that he would have to open that door." Id. at 586. Davis' statement, said to establish consent, was, "He don't need to do that. I will open the damned door." Id. at 587. The Court held, in sharp contrast to the "implied coercion" language of Amos v. United States, 255 U.S. 313, 317 (1921), seesupra note 76, "that the officers did not exceed the permissible limits of persuasion .... ." 328 U.S. at 591. The Davis Court also employed, for the first time, a vocabulary of "consent" rather than "waiver. tional validity, which the Court did not address. 86 What is left, however, is a set of factors very much like those currently relied upon by the Court in determining whether a "search" has occurred: they are factors measuring both the individual's subjective and objective expectations of privacy-both whether she or he truly holds the expectation and the extent to which society views it as reasonable. In Davis, the subjective factor was Davis's willingness to submit; the objective factors were the existence of the rationing system, the nonresidential character of the premises, the daylight hour, and the common law. 8 7 With this degree of redundancy and confusion in the cases, a good basis exists for reexamining the twin concepts of search and consent to clarify their separate meanings. But there is more reason than that. Assignment of an issue such as "expectation of privacy" or "assumption of the risk" to the "search" prong or "reasonableness" prong of a case is of practical, as well as theoretical, importance. Because of differences in the legal standards and in the allocation of burdens of proof, this assignment can affect real outcomes.
When an individual's conduct is examined to determine whether consent to search has been given, the acquiescence must be "voluntary," although not necessarily "knowing." 8 8 When one person's conduct is to be relied upon as establishing consent, but the fruits of the search are to be used against another, a second issue arises: whether the third party had "authority" to consent. 8 9 Although justly subject to criticism as elu-
86
As the Court later recognized, when an officer incorrectly claims the lawful authority to search, subsequent consent cannot be found to be voluntary. If, on the other hand, the claim of authority is valid, consent is immaterial. United States v. Biswell, 406 U.S. 311, 314-15 (1972) . A closely related principle is exemplified by Bumper v. North Carolina, 391 U.S. 543, 548-50 (1968), discussed supra note 76. 87 One factor, perhaps classifiable as "subjective," should be discarded as entitled to no significant weight. The absence of force (even if the conduct and statements of the agents could be so characterized) is not determinative of a voluntary consent. Only the presence of force could be realistically determinative of whether consent had been voluntary.
On the same day as Davis, the Court decided Zap v. United States, 328 U.S. 624 (1946), vacated on other grounds, 330 U.S. 800 (1947) (per curiam). In Zap, a contractor with the Navy was required under a term of his contract to submit to official inspection of his accounts and records. 328 U.S. at 627. This contract provision, however, simply recited a statutory obligation of all war contractors. Id. at 626 & n.2. In the course of one such inspection, an FBI agent seized a $4000 check as evidence of violation of the False Claims Act. The Court (per Douglas, J.) unanimously held that by entering into the contract, the petitioner "voluntarily waived such claim to privacy which he otherwise might have had as respects business documents related to those contracts." Id at 628. Although neither the majority nor the dissenters in Davis and Zap saw the similarity of the two cases, the cases are viewed today as the origins of "implied consent" to administrative inspection in certain highly regulated businesses. sive and indefinite, 90 it cannot be gainsaid that the standard for judging voluntariness is both clearer and stricter than the ad hoc and unmoored notion of "legitimacy" that currently determines whether governmental invasion of an expectation of privacy is a search.
9 ' Some cases in which no search has been found because of factual points suggesting the lack of a "legitimate expectation of privacy" would not satisfy a voluntariness test if analyzed as a question of consent.
9 2
Likewise, analysis of third-party authority to consent in terms of mutual use of and shared access to or control over the property 9 3 employs a more intelligible and more stringent standard than the test for determining that no search occurred on the basis of assumption of risk.
94
Where the prosecution has been able to show no search by invoking assumption of the risk, it would often fail if it had to demonstrate authoritative third-party consent. Thus, the choice of analysis may determine the outcome of a case, because reliance on consent will be less likely to result in upholding the police action.
The same consequence may follow because of different allocation of burdens of proof. The Supreme Court has said that the person asserting a fourth amendment claim must show that a "search" or "seizure" affecting the privacy of his or her own "person, house, papers or effects" occurred. 95 The burden then generally shifts, however, to the state 96 to justify the search or seizure as reasonable.
9 7 Under current analysis, the concept of expectation of privacy falls ambiguousy into either the analytical category of "search" or "consent." Whether the police conduct will be found lawful may depend in a close case on the judicial characterization of the concept as either a "search" factor or a "reasonable- (1968) . Where the state seeks to justify the search on the basis of a warrant, however, the shifting of burdens is more complex. Once the state comes forward with the warrant, the burden is upon the challenger to demonstrate its invalidity. See 3 W. LAFAVE, supra note 9, § 11. [Vol. 75 ness" factor. 98 Because submitting a given case to a search analysis rather than a consent analysis can have these practical consequences for the protection of individual rights, it is appropriate to propose a method for eliminating the problems of analytical ambiguity and conceptual redundancy in the present doctrine. If, as discussed in this part of the Article, all of the facts that would bear upon the voluntariness of a consent would also bear upon whether the police action in the case constituted a "search," then one might abandon the concept of consent as an analytical category in fourth amendment cases and subsume it into the question of whether any "search" had occurred. 99 On the other hand, one might maintain the distinct concept of consent and redefine the meaning of "search" so as to eliminate the redundancy. The option of offering a new definition of search, which would not only avoid the overlap with consent cases but could also respond to the problems that have arisen under Katz, certainly seems more opportune. 100 In addition to the alternatives discussed in the text-elimination of the concept of consent and redefinition of the concept of search-one might redefine both concepts. The discussion below shows this to be unnecessary as well as undesirable, because the problem can be solved without disturbing what Part IV of this Article finds to be a useful and adequate current definition of consent. But see infra note 186.
If one's starting point were merely that certain fourth amendment cases had been wrongly decided, then one might better address the problem simply by arguing that the dissenting opinion or losing party's brief seemed more persuasive. That is not primarily the concern here. As the Supreme Court said of an analogous issue: "We are under no illusion that by dispensing with [a particular analytic] rubric. . . we have rendered any simpler the determination of. . . the legality of a search and seizure. But by frankly recognizing that this aspect of the analysis belongs more properly under the heading of substantive Fourth Amendment doctrine than under [a procedural] heading . . . we think the decision of this issue will rest on sounder logical footing." Rakas v. Illinois, 439 U.S. 128, 140 (1978) . ment analysis may provide, as the conventional doctrine does, both that there is no search when there is no expectation of privacy, and that when there is a limited expectation, there is a search requiring less justification to make the search reasonable.' 0 ' It is not possible, however, for a logically coherent system to hold in some cases that there is no expectation of privacy and therefore no search, and in others that there is no expectation and therefore a search which is reasonable. Likewise, it is not possible for a single, consistent system to hold in some cases that there was no search if the individual "assumed the risk" of intrusion, and in other cases that the search was reasonable because he or she "assumed the risk." Nevertheless, as shown in Part II, such a situation exists in recent "no search" cases and cases involving issues of consent. The discussion that follows shows that an objective, textually derived, interest-based definition of "search" can help resolve the confusion. This Article breaks no new ground in suggesting that there are serious deficiencies in using the "legitimate expectation of privacy" formulation as a basis of a definition of search. Neither an objective nor a subjective expectation of privacy test can withstand principled scrutiny.' t02 See supra text accompanying notes 19-26; United States v. White, 401 U.S. 745, 786 (1971) (Harlan, J., dissenting-"The analysis must, in my view, transcend the search for subjective expectations or legal attribution of assumptions of risk. Our expectations, and the risks we assume, are in large part reflections of laws that translate into rules the customs and values of the past and present. Since it is the task of the law to form and project, as well as mirror and reflect, we should not, as judges, merely recite the expectations and risks without examining the desirability of saddling them upon society." nor can its absence detract from, an individual's claim to fourth amendment protection. If it could, the government could diminish each person's subjective expectation of privacy merely by announcing half-hourly on television . . .that we were all forthwith being placed under comprehensive electronic surveillance. 103 What has been lacking is an alternative formulation for a definition of "searches."
Professor Amsterdam has argued convincingly that " '[s]earches' are not particular methods by which government invades constitutionally protected interests[;] they are a description of the conclusion that such interests have been invaded."' 0 4 If constitutional protection is to survive and function in light of changing police techniques and practices, the focus must be on the impact of official action on people's security, not on how the impact was achieved.
Identification of protected fourth amendment interests is not a simple task. Efforts to reduce the scope of fourth amendment protection to a formula have been numerous, divergent, and ultimately unsatisfying.
1 0 5 Perhaps the best solution is to turn to the language of the 103 Amsterdam, supra note 2, at 384. Accord, e.g., Note (1981), supra note 101, at 316 n.21. The Court seems to acknowledge this crucial defect in its test in Smith v. Maryland, 442 U.S. 735, 740 n.5 (1979), without retreating from its previous formulations and without seeming to recognize that the concession made in that footnote is fatal:
Situations can be imagined, of course, in which Katz' two-pronged inquiry would provide an inadequate index of Fourth Amendment protection .... In such circumstances, where an individual's subjective expectations had been 'conditioned' by influences alien to well-recognized Fourth Amendment freedoms, those subjective expectations obviously could play no meaningful role in ascertaining what the scope of Fourth Amendment protection was. In determining whether a 'legitimate expectation of privacy' existed in such cases, a normative inquiry would be proper. See also I W. LAFAvE, supra note 9, § 2.1, at 59 n.52.1 (Supp. 1983) ("the majority in Smith , . seems not to have heeded its own warning..."). The Court's uneasiness with the subjective element may also be implicit in Rawlings v. Kentucky, 448 U.S. 98 (1980), the only case in which the Court unequivocally upheld a finding that the defendant lacked subjective expectations of privacy. Notwithstanding this finding, the Rawlings Court did not rest its conclusion of no search on that ground. Rawlings thus implies both that a lack of a subjective expectation of privacy may not always establish that no search occurred, and that expectation may not always be a sine qua non in establishing that there was a search. The tendency to look for the meaning of the fourth amendment simply by seeking a "correct" definition of "privacy," on the premise that "privacy" is the object of the amendment's protection, see, e.g., Note, supra note 101, at 326-30; Note, amendment itself and to observe that the Framers' concern was with official action ("searches and seizures") affecting the "secur[ity]" of the people "in their persons, houses, papers, and effects."'"° Taking each of these four terms as emblematic of a realm of protection, a comprehensive yet manageable conception of fourth amendment-protected interests emerges.
Protection for the security of the "person" suggests regulation of detentions, arrests, any official examination of the body and its coverings, and what Professor Weinreb calls the "privacy of presence"-an interest in the place where a person happens to be.' 0 7 The security of the "house" represents Professor Weinreb's "privacy of place"--an interest in control over access to certain specially important locations, without regard to one's physical presence, 1 8 as well as a recognition of Under this view of the fourth amendment, it is the person's privacy of place and not the "house" that is protected. Thus, an automobile or luggage is encompassed also. See also infia text accompanying notes 111-13.
Under prevailing doctrine, a necessary requisite to claim the privacy of "presence" or of "place" is that the individual must be "legitimately on the premises. The security in one's "papers" reflects protection for the modern concept of privacy of communication and record-keeping. While history would not permit treating mere overhearing as a search, it is appropriate to analogize telephone conversations, radio transmission and recording devices to written notes and letters."1 0 Finally, to be secure in one's "effects" reflects an interest in possession and custody of personal property."' The interest in the security of one's effects encompasses seizures or searches of the effects themselves, as well as searches of the immediate place where the effects are located,"1 2 without regard to property law or other "legitimate" interests."
13 tation of privacy" and "assumption of the risk," the doctrine of "legitimately on the premises" is not properly a factor in determining whether a search occurred. Rather, it is a factor in third-party consent analysis. When police surprise a burglar hiding in the closet of the home that he or she has been ransacking, a "search" ensues, but it is authorized and made reasonable by the owner's express or implied consent. At the same time, however, not every invasion of a legally defined real property interest can be said to impair this interest. In United States v. Oliver, 104 S. Ct. 1735 (1984), the Supreme Court revived the "open fields" doctrine, which leaves outside of fourth amendment protection privately owned lands beyond the "curtilage" of a home. (The curtilage is defined "as the area around the home to which the activity of home life extends." Id. at 1743 n.12.)
See also Donovan v. Lone Steer, Inc., 104 S. Ct. 769, 772-73 (1984) (no "search" in entry into motel lobby and restaurant open to public). To some extent, the fourth amendment is inherently biased in favor of the wealthy: the more effects one owns, the bigger the "house," etc., the more is protected. But everyone must live somewhere, and be that somewhere an apartment, a mansion, or a cot in a shelter, the security of that place is equally protected by the fourth amendment. But see Hudson v. Palmer, 104 S. Ct. 3194, 3198-3202 (1984) (prisoner has no fourth amendment privacy interest in cell). Extending that protection to undeveloped lands, even where intimate activities may occur, see Oliver, 104 S. Ct. at 1748-49 (Marshall, Brennan & Stevens, JJ., dissenting), would simply permit the rich to buy protection from governmental intrusion that others must forego when they employ the streets, parks, and other public facilities for similar purposes.
to The protection for private recording and dissemination of one's thoughts must be distinguished from protection of the papers as physical objects; otherwise, the protection for "papers" merely repeats the more general protection of "effects." See also Note (1981), supra note 101, at 329 (interest in informational "secrecy" as aspect of privacy protected under fourth amendment); see generally 113 The interest in personal property should not be read as coextensive with the historybound law of personal property. A fourth amendment conception of "effects" limited to le-Under this four-fold conception, fourth amendment interests may be identified with "expectations of privacy" only loosely: not all privacy interests are covered, 1 14 nor are all the interests that are covered necessarily best described as realms of privacy. 1 1 5 Nevertheless, because privacy is the concept most often described as the focus of fourth amendment protection,' 1 6 these areas of protection may generally be referred to as interests in the privacies of physical presence, place, communication and possession. A search or seizure is governmental action impairing one of these four interests. 117 It is unnecessary to constrict gaily recognized property rights would be both inapt and ineffective. Such a construction would imply regulation that did not restrict police actions in relation to either contraband or stolen goods, in which no "property" rights can and distort the definition of "search" to uphold those investigative techniques that are reasonable because of the individual's invitation of, or subjective response to, the intrusion. Again, to call such intrusions "searches" is not to forbid them, but to insist upon only their justification according to a standard of reasonableness.
IV. EXPECTATIONS OF PRIVACY AND THE NATURE OF CONSENT TO
SEARCH
When problems arise in the application of the black letter law of consent,' t 9 courts often seek to resolve them by referring to expectations of privacy. As explicated in Part IV.A., which follows, when the focus of the case is the scope of the consent, reference to expectations of privacy is basically appropriate. Less well understood, however, is the proper 838 (1973) ; but cf Smith v. Maryland, 442 U.S. 735 (1979) (decided just nine days after Lo-I).
The new definition proposed in this Article does not contain an element requiring that the governmental action have been deliberate or motivated by an evidence-gathering interest. As under present law, a warrantless "search" undertaken entirely for safety's sake, pursuant to a uniform administrative policy, or in an honest effort to assist, is not "unreasonable. 119 Often, successful police work requires warrantless searches and seizures. The reason for the lack of a warrant may be that no warrant could issue, because probable cause to search is lacking. Police may also prefer to search without a warrant. See 2 W. LAFAVE, supra note 9, § 8.1, at 611. Under these circumstances, a consent search may be the only means of obtaining evidence. Schneckloth v. Bustamonte, 412 U.S. 218, 227 (1973) . This is so because of all the search warrant exceptions authorizing a full search for an investigative purpose, only consent and search incident to arrest dispense with probable cause to search, and search incident to arrest requires probable cause to arrest. Cf Michigan v. Long, 103 S. Ct. 3469 (1983); Terry v. Ohio, 392 U.S. 1 (1968) (upholding less intrusive warrantless "searches" on less than probable cause).
The use of an expectation-of-privacy analysis in third-party consent cases. Both cases and treatises have suggested that the third party has authority because the first party has no expectation of privacy. 20 Part IV.B. demonstrates, however, that authority arises from the third party's particular relationship with the property and not from a lack of expectation on the part of the first party. Clarification of these issues shows how the redefinition of "searches" proposed in Part III leads to a better understanding of the nature and role of consent in fourth amendment cases.
A. THE PROBLEM OF SCOPE
Reference to expectations of privacy is often used to determine the scope of a warrantless search justified by a valid consent. The Supreme Court has never squarely dealt with the limitation in scope placed on the search by the consent.' 2 ' No doubt, an individual consenting to a police search seldom thinks to attach express limitations to that consent. Yet such limits will be implied by the courts. Consent to search one's automobile, for example, would not justify destroying the upholstery to search within the seat cushions.
122 At the same time, an unqualified consent may authorize a broader search than envisioned by the consenting individual if the expanded scope is foreseeable. 23 As a result of court-implied limits, a search justified by consent may be broader-or narrower-than could have been authorized by a warrant. 124 In a search pursuant to warrant, the particularity and probable cause requirements limit the intensity of the search; these limitations are essential to the notion that a search pursuant to a valid warrant is inherently reasonable. 25 124 Because a warrantless search is presumed to be unreasonable regardless of the existence of probable cause, where both probable cause and consent are present, the permissible scope of the search will be determined by the consent and not by the probable cause. In such a case, a carefully framed grant of consent may well be narrower than the authority that could be conferred by warrant. Similarly, a broad grant of consent may permit a search beyond that conferrable by warrant.
125 See 2 W. LAFAve, supra note 9, § 4.5, at 72; id. Thus, the scope limitation on consent searches serves a central role in controlling warrantless governmental intrusion upon constitutionally protected privacy concerns. A search to which valid consent has been given is reasonable because privacy is personal, and so, can be voluntarily put aside. To the extent that the search exceeds the degree of voluntary exposure, however, there is still a violation of privacy.
The relationship between scope and expectation of privacy may be illustrated by the recent difficult case of United States v. Schuster.' 2 7 When Schuster told an employee, Poteat, that he had counterfeit $100 bills for sale, the employee reported the matter to the Secret Service. Schuster gave Poteat a key to his apartment2' 8 and told him where he could find a sample bill for an unnamed prospective buyer. Poteat gave the key to an agent, Bowron, who entered the apartment with Poteat and retrieved the counterfeit bill from the indicated location. 2 9' Whether Schuster's consent extended to Bowron provoked a troubling question about the scope of consent and its relationship to privacy interests. Schuster gave his express consent to his employee, Poteat, who, unbeknownst to Schuster, was by then acting as a government agent. A majority of the Eleventh Circuit, sitting en banc, concluded that the scope of Schuster's consent had not been exceeded. 129 684 F.2d at 746, 748. The court asks why the agent chose to enter along with Poteat, thus complicating the legal question in the case. Id. at 748. The answer is obvious: his goal was not to simplify the fourth amendment issues but rather to make a credible case that would not depend on a jury's acceptance of the word of Poteat, who had a criminal record and "admittedly held a grudge against Schuster." Id. at 746. Moreover, Poteat had already demonstrated his unreliability on an earlier occasion in the same case. Id. at 746 n.2.
The district court had also suppressed the evidence because Schuster did not know he was consenting to a search by government agents. This contention was dismissed on appeal based on settled law that misplaced trust in a government agent will not vitiate a consent. 130 Twelve judges comprised the court en banc. Six readopted the original panel decision in the case, 684 F.2d 744, holding that "[blecause Poteat assumed the role of government agent, the consent given to him carried over to Agent Bowron to the extent that the scope of the search was limited to the consent given and Poteat accompanied the agent." Id. at 749. Chief Judge Godbold understood the plurality to have based its decision on "a plenary rule that consent to one person operates as a consent to the whole world, or at least to the entire world of law enforcement officers." 717 F.2d at 538 (Godbold, C.J., concurring). Concurring specially, the Chief Judge disavowed this view, preferring to rest his vote "on the ground that when the defendant surrendered his privacy to Poteat he also surrendered it with respect to anyone that Poteat might deal with, within the parameters of the surrender." Id. Similarly, Schuster consented only to Poteat's entry, contended that "the search by Agent Bowron cannot be condoned [,] because it significantly expanded the scope of the privacy interest Schuster consented to have invaded."' 3 '
Schuster gave permission to Poteat to enter the apartment, walk down the hallway, open a closet, move at least one personal item aside, and retrieve the counterfeit $100 bill. Was there a greater invasion of Schuster's privacy of place because Bowron accompanied Poteat? An answer to this subtle question requires careful analysis of what is meant in our society by the privacy protected by the fourth amendment. On the one hand, one could choose to restrict the scope of the search to the Judge Clark concurred specially to emphasize his view that the "acquisition of the counterfeit bill, although by Bowron who accompanied Poteat, did not exceed the authority granted by Schuster to Poteat . . . .[Ainy object other than the counterfeit bill obtained by Poteat or Bowron while in the apartment could not be admitted in evidence." Id. at 539-40 (Clark, J., concurring).
In a separate concurrence, Judge Tjoflat argued that the majority's consent analysis was "needless. . .because there was no 'search' or 'seizure' in the first place." Id. at 538 (Tjoflat, J., concurring). Citing only Katz, Judge Tjoflat wrote that "when one engaged in criminal activity tells another about the activity and gives that person the key to an apartment with specific directions to obtain contraband for a prospective buyer, he has no reasonable expectation that that person will not allow a government agent to accompany him to the apartment, enter the apartment, and take the contraband described." Id. (Tjoflat, J., concurring).
'31 717 F.2d at 544. Judge Johnson authored the dissenting opinion, in which Judges Kravitch and Hatchett joined. The dissent rejects Judge Tjoflat's view that there was no "search," id. at 541-43, as well as the other judges' consent analyses. Id. at 543-44. Although the dissenters' conclusion (like the majority's unarticulated premise) on the "search" issue is plainly correct, their explanation is not cogent. First, the dissenters fail to note that a reference to Katz cannot demonstrate that no "seizure" occurred, compare id. at 538 (Tjoflat, J., concurring); the "legitimate expectation of privacy" test does not define seizures. See United States v. Jacobsen, 104 S. Ct. 1652, 1656 & n.5, 1660 & n.18 (1984). Second, a "no search" conclusion cannot be reached by arguing that Agent Bowron merely retraced an earlier, private search that had already destroyed the same privacy interests to the same degree; cf. 717 F.2d at 542-43 (rejecting such a contention on theory that fruits of such a search are useable to obtain a warrant but not to support a warrantless seizure). The premise of this argument is flawed, because there was no prior, private search. It was not Schuster's revealing the location of the counterfeit bill to Poteat that constituted a "search," but the latter's entry into the apartment. By the time that occurred, Poteat was actively engaged as a government agent, not as a private citizen. Compare 684 F.2d at 746, withJaobsen, 104 S. Ct. at 1657-59.
Contrary to the suggestion ofJudge Clark, 717 F.2d at 540, Judge Tjoflat's view, seesupra note 130, is not the same as that of Justices Brennan and Fortas concurring in Lewis, 385 U.S. 206, 212 (1966) . That opinion took the position that by opening his home to the general public as a place of business, a person takes the home outside the protection of the fourth amendment; Schuster did not so employ his girlfriend's apartment. Moreover, Brennan and Fortas carefully avoided suggesting that the illegality Velnon of the business had anything to do with their conclusion. Judge Tjoflat's view is wrong because Agent Bowron's action impaired an interest of Schuster's that is protected by the fourth amendment-his security or privacy of place. This interest is no less available to the criminal than to anyone else. See supra note 42. Of course, Judge Tjoflat's thinking that Katz supported his position and the dissenters' inability to identify his error dramatically illustrate the confusion between "search" and "consent" caused by accepted fourth amendment doctrine, as discussed in Part II of this Article.
precise terms of the consent given. Such a strict rule could be justified, because consent searches dispense with both warrant and probable cause, the two cornerstones of reasonableness.
1 -2 Moreover, upholding searches beyond the precise consent given would set a trap for the unwary. On the other hand, one could choose a more relaxed view of the scope rule that would protect police from having to determine the scope of the consent on a case-by-case basis.
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In Schuster, the only material respects in which the entry of the apartment exceeded the scope of the consent are that two, rather than one, persons entered, and that the second person was a government agent. Schuster gave his permission so that Poteat could get the bill for a prospective buyer; the stranger who came with Poteat was that buyer. Schuster's expectations were not exceeded, and the ultimate effect on privacy of place interests was minuscule. Thus, on these facts, the result in Schuster was correct. In general, resolving the issue of scope of consent calls for an analysis of expectations and invasions of privacy.
B. THE BASIS OF THIRD-PARTY CONSENT
Two troublesome types of third-party consent cases cannot properly be resolved simply by reference to expectation of privacy. In one type, consent to search is given by one person with authority, but simultaneously or previously refused by another authorized person.
3 4 The other type of third-party consent problem arises when a person has failed to prevent another's access to his or her belongings in such a way that the courts will infer authority to consent by the non-owner. Analysis of third-party consent cases discloses that authority to consent related to expectations of privacy, but not in the ways commonly thought.
The Problems of Conflictzng Grants and Refusals of Permission to Search
The refusal of consent by one authorized person coupled with the granting of consent by another is a recurring problem in fourth amendment analysis. In People v. Cosine,' 35 for example, the defendant and his cohabitant, Hennessey, had a quarrel, and she told the New York City Police that Cosme kept cocaine and a gun in their shared bedroom closet. The police came to the apartment, where she gave them the key, explained how to avoid activating an alarm, and drew them a diagram showing the exact location of the closet. The New York Court of Appeals adopted the trial court's reasonable assumption that when the police entered with drawn guns, handcuffed Cosme and a male companion, and required them to lie face down on the floor, Cosme's protestations included at least an implied refusal of consent to search.
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Nevertheless, the court unanimously upheld the search on the basis of Hennessey's consent. The court's reasoning leads to the bizarre conclusion that Cosme lacked any protectable privacy interest in his own apartment:
[A]n individual who does not possess exclusive authority and control over premises has no reasonable expectation of privacy with respect to those premises ....
Proceeding as we do from this theoretical background, we are led to the conclusion that an individual who possesses the requisite degree of control over specific premises is vested in his own right with the authority to permit an official inspection of such premises and that this authority is not circumscribed by any 'reasonable expectation of privacy' belonging to cooccupants. Whether the principle is characterized as an 'assumption of risk' or a relinquishment of the 'expectation of privacy' guaranteed by the Fourth Amendment, the fact remains that where an individual shares with others common authority over premises or property, he has no right to prevent a search in the face of the knowing and voluntary consent of a cooccupant with equal authority. 708 (1978) ; id. at 252 n.59.1 (Supp. 1983). The exception would apply to cases "when the consenting occupant acts to allow police seizure of items of contraband . . . which the consenting occupant thus might otherwise have later been charged with possessing." Id at 251-52. Cosine does not support LaFave's summary of the facts, which states that Hennessey "took initiative to summon police because defendant was storing drugs in the closet also used by her." Id. at n.59.1 (emphasis added). To the extent that her motivation is revealed in the opinion, her calling the police seems to have been part of a quarrel with Cosme, not an effort at self-protection. The shared premise underlying these conflicting conclusions-that a third party's authority to consent is dependent upon the absence of a legitimate expectation of privacy by the defendant-is erroneous.
If the New York Court of Appeals is serious in stating that Cosme had no legitimate expectation of privacy in his apartment or bedroom closet because he shared it with another person,' 4 3 then the police intrusion into the apartment was not a "search" as to Cosine within the meaning of the fourth amendment. It would, therefore, not have to be justified as reasonable by Hennessey's consent or anything else. Likewise, if Silva had a legitimate expectation of privacy in his bedroom closet because he kept his possessions there,
1 44 it would demonstrate only that the police intrusion into the closet was a "search" as to Silva, and not necessarily that it was unreasonable.'
45 Consent might justify the search if it were voluntary and authorized. Under conventional analysis, whether the defendant had a legitimate expectation of privacy in the place searched can answer only whether a "search" occurred and does not answer whether the consent was valid. The real question in these cases is whether an otherwise authorized person should lose the authority to consent when another authorized 140 See supra text accompanying notes 135-38. Silva and Brandon, unmarried, shared an apartment. There was a fight. Brandon informed police of contraband in a bedroom closet. Police arrived and she admitted them. Over Silva's objection, the police searched the closet and seized the contraband. He was convicted of possession. Unlike Cosine, the closet in Silva was not shared. This distinction may be relevant to answering whether she was authorized, but does not justify the use of a different analytical framework.
141 United States v. Katz, 389 U.S. 347 (1967). 142 344 So. 2d at 562-63 (footnote omitted). The last sentence of this passage is based on a false premise. As Professor Weinreb has written, "'[wlhose crime the police were investigating cannot be determinative; the amendment secures us against invasions of privacy, not the discovery of incriminating evidence." Weinreb, supra note 29, at 61. 143 The proposition is so ludicrous that to state it would seem to refute it, but see Smith v. Maryland, 442 U.S. 735 (1979) (police use of a pen register not a search because numbers dialed from home telephone could have been intercepted by telephone company), discussed supra notes 24, 52, and accompanying text.
144 Silva was decided almost one year after Rakas v. Illinois, 439 U.S. 128 (1978 " As a matter of social convention, it may be that the unanimous consent of the adult occupants (or at least of those present) is necessary to render reasonable an invitation to enter. But social convention is not the law here. As Professor Weinreb put it, "even a spouse's express instruction. . . should not be effective to invalidate consent that did not depend on his authority in the first place; what does not exist by his dispensation cannot be removed by his command." 47 In Matlock, the Supreme Court said that the relationship giving rise to authority must be such "that the others have assumed the risk that one of their number might permit the common area to be searched."' ' 48 If the authority of the others could be withdrawn by a cohabitant, the first party would not, by definition, assume the risk that another would consent to a search. Thus, in both Cosme and Silva, with each cohabitant having authority in his or her own right, the protestations of the other cohabitant should be insufficient to obviate the consent. The result reached in Cosme is correct, and in Silva, wrong, but the analysis in each is equivalently flawed.
Joint Access Without Sharing
Authority to consent may also be in issue in non-shared areas to which various people have joint access. A particularly knotty problem arises when one has taken precautions to avoid sharing but has failed, due to a miscalculation of the risks to privacy. In Commonwealth v. Latshaw, 1 49 Bubb owned a farm tract. She lived in half the farm house, renting the other half to her niece and the niece's husband, Hinds. Bubb did not lease out any part of the barn, but allowed Hinds and others (with her permission) to keep some animals and equipment there. Hinds gave the defendant permission to use the hayloft of the barn to process and store marijuana shipments, for which the defendant paid Hinds a fee per shipment. When Bubb discovered the material in her hayloft, she invited the police to come and authorized them to search the barn, including sealed cartons and a locked footlocker found there. party consent. 150 The court, however, focused exclusively upon the reasonableness of Latshaw's expectations of privacy for his property in the hayloft rather than upon the overall reasonableness of the search. The facts of the case illustrate the significance of the difference in approach.
As to the materials seized in the open area of the hayloft, it makes sense to say that Latshaw had no legitimate expectation of privacy. Though he paid a fee for the use of the hayloft,' 5 ' he took no precautions to protect his property, much less his privacy, from the intruding eyes of strangers. The footlocker and sealed cartons, however, do not present the same problem. An owner maintains a protected privacy interest in property left in a sealed container on another's premises. 15 2 Thus, when the property is opened and/or seized by police, it must be said that a search occurs. 1 53 This is not to say, however, that the search is unreasonable. A search pursuant to a warrant based upon probable cause, or in conformity with an exception to the warrant requirement, could be lawful. Bubb's "consent" could validate the search, if the consent were authorized. Matlock held that authority to consent will be found when there is "mutual use of the property by persons generally having joint access or control for most purposes."' 154 Bubb did not have "common authority" as defined in Matlock.
Matlock suggested an alternate route to authority to consent. If an individual had some "other sufficient relationship to the premises or effect sought to be inspected,"' 55 courts would find authority to consent.
The Court has never elaborated upon what alternative "relationship" to the premises or effects would be "sufficient." One possible "sufficient relationship" would exist when the property is either dangerous or incriminating to the person offering con- sent. 5 6 But such a case would require an objective basis for the belief in the existence of these special circumstances. Because the belief would be used to justify a full search, it should rise to the level of probable cause. And if a search of this kind, by its nature, cannot be reasonable without probable cause, then a warrant should generally be required to protect the defendant's privacy by subjecting the probable cause judgment to a neutral magistrate's advance scrutiny. In an emergency situation, probable cause to search permits dispensing with the warrant requirement.1 57 Where evidence is incriminating, a warrant based on probable cause could issue; where evidence presents a danger to the consenting party, the appropriate warrant might be administrative.
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Thus, the risk of danger or incrimination to the third party does not afford an alternative to "common authority" as a satisfactory basis for a finding of authority to consent.
Another possible source of a "sufficient relationship" might be a conferral of authority by positive law. Some additional light was shed on the subject in Stoner v. California.
1t 2 There, a hotel night clerk granted the police entrance to an absent guest's room. The Court unanimously concluded that the search was not validated by this consent. 163 The Court found that California law did not authorize a hotel keeper to consent to a police search of a guest's room, but also suggested that such a law would have to "survive constitutional challenge.""1 t t 4 Positive law could not, then, create authority to consent that did not exist under the Constitution. Conferral of authority by law, therefore, does not seem to be the "sufficient relationship" envisioned by the Matlock Court.
1 6 5 Thus, although the Supreme Court's language in Matlock left open the possibility that authority to grant consent might arise from the relationship between the third-party and the premises and effects, it is doubtful that such situations exist. Because Bubb lacked the "joint access or control for most purposes" that arises from "mutual use of the property,"' t 6 the Latshaw court should have held that she had no authority to consent to a warrantless search and seizure of the locked footlocker and sealed cartons found in her hayloft. Although Bubb's own "expectation of privacy" in the barn was not enough to validate the search and seizure on the basis of her consent, a
In one paragraph, the majority dismisses the common law argument on the rights of a landlord on three separate grounds: (1) that the technical requisites for entry at common law were not met (the Court reasoned that the common law did not permit breaking, and opening the window is a common-law "breaking"); (2) that the entry was in fact for a law enforcement purpose, not to "view waste"; and, (3) most profoundly, that "subtle distinctions, developed and refined by the common law of private property" should not control personal rights in the administration of the fourth amendment. 365 U.S. at 616-17 (quoting Jones v. United States, 362 U.S. 257, 266 (1960) In Abel, the F.B.I. seized certain items from a wastebasket during a three-hour search of the petitioner's hotel room. Abel had been arrested by I.N.S. agents in the early morning for deportation, and told to pack the things he wished to take, check out, and pay his hotel bill. Although his payment entitled him to the use of the room until 3 p.m., the hotel management authorized the F.B.I.'s warrantless search when Abel vacated the room and left in the custody of the agents. The opinion of the Court, by Justice Frankfurter, states that the F.B.I. action was "entirely lawful."' 68
The conclusion of the Court is by no means irresistible. As in the LaIshaw case, authority can arise only from exclusive control or a relationship of sharing; the hotel keeper has neither while the guest had a right of continued use. The validity of the hotel's consent depended upon Abel's lack of a continuing fourth amendment interest in the room. The hotel's authority to consent, in the absence of a sharing relationship, was therefore dependent on Abel's lack of an expectation of privacy. Thus, the management's consent could not validate a warrantless search or seizure until after 3:00 p.m. 19 In a "relationship" of joint access without sharing there is no authority to consent until the control becomes exclusive.
C. VALID CONSENT: VOLUNTARY AND AUTHORITATIVE
The conventional discussions of a valid consent to search are often indistinguishable from discussions of whether a search occurred-both concern the expectation of privacy.'
70 As the foregoing discussion shows, it is not the defendant's lack of a legitimate privacy interest that permits the fruits of a search based on another's consent to be used against him; rather, it is the other person's authority to consent in his or her own right. Thus viewed, the doctrine of third-party consent is saved from collapsing into the definition of search. Authority to consent for a third party, however, cannot exist in the absence of "common authority" over the objects in question.
The result is fairly common in fourth amendment analysis: a person's legitimate expectation of privacy may be lawfully defeated by something that happens to, or is done by, someone else. 1 72 The analysis of "third-party consent" should ask only: (1) was the consent "voluntary," and (2) did the person who consented have authority, that is, joint access or control? If both requirements are met, and the scope of the intrusion is appropriately confined, the search is reasonable. If not, the reasonableness of the search cannot be established by consent. Whether the defendant benefits from the lack of consent is then a question of "standing": did this unreasonable search infringe upon any of the defendant's fourth amendment interests?' 7 3 The existence of "standing" does not render unreasonable a search supported by valid consent, but the absence of "standing" will prevent a defendant from excluding evidence derived from the violation of another's constitutional rights. The motion is not denied because one person consented for another, but because the voluntary consent by an authorized person renders the search reasonable, and what is found in a reasonable search is admissible against anyone, so far as the Constitution is concerned. 74 note that mischaracterizes Matlck as standing for the proposition that such searches are "upheld on the rationale that by entrusting his property so completely to a third party, the defendant no longer has a justifiable expectation of privacy in the property.
Id. (quoting Note, 52 N.C. L. REv. 644, 653-54 (1974) The proper analysis of authority and its relationship to "standing" also helps solve the subjective/objective, or apparent authority/actual authority issue that has plagued discussion of third-party consent.1 75 If the police conduct a warrantless search based on the consent of one who seems to have authority, but does not, is the search lawful? A variation on a hypothetical used effectively by Professor Weinreb1 76 proves helpful here. A housepainter, hired to work on the interior of a private home, is instructed by the owner-concerned with both privacy and safety-to let no one in the house, including police. Police show up at the door. Answering their knock, the painter fails to identify herself as such, and to the police she reasonably appears to be a young adult resident of the house. She tells them, "Glad to see you. Come on in and look around to your hearts' content." Her invitation to the police, we shall assume, satisfies the Bustamonle test of voluntariness without rising to the level of a knowing and intelligent waiver.1 7 7 The painter has a legitimate expectation of privacy in the home, because her protected interests are affected if the police simply barge in. 178 The homeowner, even while absent, also has such an expectation. 79 Thus, as to either of them, the police entry is a "search." Whether the search is lawful, then, depends on whether she has authority to consent. The housepainter has no actual authority. She has not received authority from the homeowner nor has she the shared control required by Matloc/.1' 8 0 If apparent authority would render the consent valid, however, as most courts have contended,' 8 ' then the search was lawful. '
2 Professor LaFave notes, quite persuasively, that whether apparent authority may validate consent depends upon one's attitude toward consent searches. One who believes them to be both necessary and desirable 8 " would support the apparent authority approach. One viewing consent searches with disfavor, perhaps because they avoid both the warrant and probable cause requirements that are central to fourth amendment privacy protection, 8 4 would opt for the stricter, actual authority approach. Even if we adopt a requirement of actual authority to protect the interests of the homeowner, however, the housepainter should not be allowed to complain successfully of the illegal search if it yielded evidence against her. At the same time, if evidence is offered against the homeowner, we should not say that he or she "assumed the risk" of unwarranted search by leaving another person in charge of the premises. The most satisfying solution seems to be a two-tiered analysis that would demand actual authority when the evidence was sought to be used against the non-consenting first party, and a lesser standard of apparent authority when the evidence is sought to be used against the one who voluntarily consented.
Consent renders a search reasonable whenever it is both voluntary and authoritative.
8 6 Having a legitimate expectation of privacy in a place and/or thing is a necessary predicate for authority to consent, but it does not always give rise to that level of shared access and control that is essential to a finding of authority to consent to search or seizure.' 8 7
Thus, expectation of privacy is a necessary component in determining the validity of a consent. Eliminating expectation of privacy from the definition of search clarifies the meaning of consent by helping to resolve the confusion in some lower courts on such issues as scope and authority. In Schneckloth v. Bustamonle,' 88 the Court required consideration of the totality of the circumstances when evaluating the voluntariness of a consent to search. Because this consideration will assess all facts pointing to genuine, subjective abandonment of protected privacy interests, it is unnecessary to assess expectations of privacy in determining what constitutes a search. supplied by the Supreme Court.
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" His particular behavior and subsequent statements would be irrelevant. Rather, the police impaired Rawlings' protected interest in possession, because their action revealed his "effects." Moreover, the fruits of this search, the drugs, should have been suppressed. Although Cox's "consent" to empty her purse was certainly authorized, it was not voluntary. 197 Likewise, when Lopez' 98 spoke with an undercover operative, who recorded that conversation and shared it with the government, a "search" occurred because the privacy of Lopez's communications was affected. The "search" in Lopez was reasonable, however, because the informant had authority to consent to the recording-joint control over those spoken words were sufficient to permit his sharing them with the prosecutors-and did so voluntarily. 199 By sharing his thoughts this way, Lopez may be said to have "assumed the risk" of repetition or recording of his statements.
The police actions involved in both Smith and Miller were searches too, but in those cases, unreasonable searches. Because the police compiled the telephone numbers that Smith dialed, 20 0 they impaired the security of his private communications. Similarly, Miller's bank records were private communications, the compilation and examination of which implicated the fourth amendment, although the examination of any single check might not. One who greets the police at the door and voluntarily invites them in to look around without warrant or probable cause has displayed no personal expectation of privacy. When the police accept that invitation, their conduct is not unreasonable; consent has been given. Yet what ensues must, out of respect for language, logic, and constitutional values, be called a search. Consistent application of this simple analysis would help society establish justice, by maintaining that delicate balance 20 5 be-
